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Abstract. This article provides detailed information on the problems and methods of
identification of a person based on biometric parameters, and it is presented that the identification
of a person based on his voice is safe and inexpensive.
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Nowadays, biometric technologies are widely used in various fields. In particular, it is used
in areas such as internal affairs, access control and banking. Identification of a person is a very
complex issue and it is based on a set of biometric characters. And the set of biometric characters
is unique for each individual. This feature is also present in speech signals. Any person has his
own important vocal characteristics, which are determined based on the individual structure of the
vocal apparatus. A person can easily identify another person by their voice, but creating an
automatic speech recognition system requires solving many complex problems. However, the
emergence of effective methods of digital signal processing has significantly increased interest in
this direction in the world.

The problem of access control is very relevant today. Most access control tools on the
market are expensive and require the use of special personal identification techniques. For
example, employee ID cards (magnetic, contactless), key chains, special labels, etc. The use of
biometric identification allows to avoid technical identification means that can be lost, stolen or
given to unauthorized persons.

Biometrics is the science of measuring and analyzing human biological factors. Voice
biometrics is the measurement and analysis of the human voice. This technology relies on the
principle that the human voice is as unique as a fingerprint, facial image and other biometric
features.

The uniqueness of the human voice is related to its physical characteristics and speech
characteristics. Using this feature, a person can be identified or identified by analyzing their voice.
The user registers from the system by providing samples of his voice. Personal voice templates
and a unique benchmark model are created based on the audio recording of the received voice
samples. A model or template is called a fingerprint, as in a fingerprint. Voice biometric
technology uses algorithms to analyze a person's speech and compare it to pre-created patterns to
identify or verify a person. If there is a match between them, the voice biometric system verifies
that the person is the person registered with their voiceprint.

Modern non-biometric methods use shared secret knowledge and physical tokens. Secret
knowledge can be in the form of a PIN code, a password or an answer to a secret question. Physical
tokens include key, ID card, security key fob, driver's license, passport, etc. Unfortunately,
traditional methods are vulnerable to social engineering and protection. Tokens are usually copied
or stolen. And passwords are often forgotten, left in plain sight, or stolen. In addition, tokens do
not guarantee the exact identification of an individual.
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In contrast, biometric data is more secure against copying, tampering, alteration or theft.
Voice biometrics, on the other hand, is strong in terms of internal security, as it is not possible to
reconstruct speech using a collection of voice characters. Even if a hacker were to find it, it would
still yield information like a string of meaningless numbers that are functionally useless. Simply
put, a model is built for each user based on their voice, and this model is numerical data.

The use of biometrics in combination with other methods results in strong multi-factor
authentication. For example, having a mobile phone,

PIN knowledge and identity verification using voice biometrics is a secure way to reduce
vulnerability to unauthorized access to systems and services.

In recent years, voice recognition systems have been widely used in various applications.
Such systems allow the use of the human voice to control access to services such as automated
banking, data (based on user access rights), or territory (government or research institutions). It is
advisable to use a voice identification tool for access control devices in service buildings. Because
the advantage of this solution is that its hardware and software support is much simpler and
cheaper. All you need is a microphone and an analog-to-digital converter to get voice "traces", and
almost all modern personal computers and mobile phones are equipped with these devices. The
increase in the importance of personal identification systems based on the analysis of voice data is
directly related to the speed of information transmission through telecommunication channels, the
emergence of systems that allow managing various services through wireless mobile
communication channels, and the possibilities of voice identification. Such tasks are important in
the control of computer systems using voice commands and in the creation of automatic speech
recognition systems.

The emergence of new and more sophisticated technical means for illegal access to voice
data (for example, confidential conversations), the improvement of various technical channels for
the dissemination of speech data, and the development of research on voice identification give rise
to many specific aspects. In particular, new systems and methods of such identification are
necessary in the development and testing of devices that protect speech information from leakage
through acoustic and vibroacoustic channels, as well as in the assessment of protection against
leakage.

The identification of a person based on his voice is closely related to the problems of
forensics, such as the analysis of phonograms that preceded him, and such problems arise when it
is necessary to identify an unknown voice recording during the investigation of crimes (for
example, telephone conversations). Mathematical, technical methods and methods of
identification are very effective in conducting phonoscopic investigations, that is, they help in
important practical activities, such as searching for a criminal in the presence of sound recordings.
It should be emphasized that modern computer crime primarily begins with remote access to data
through wireless communication channels. This makes the investigation of computer crimes
extremely complex and secretive in nature. In this case, criminals leave virtual traces, not material
ones. Therefore, voice recognition systems can be important in the detection and prevention of
computer crimes. Such systems can be widely used to solve the problems of voice signal analysis
in telecommunication channels.

The degree of similarity between the base and test samples is determined based on distance
or probability criteria. Usually, voice identification is done both with and without text. In this case,
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identification is based on pre-prepared or system-generated text when text-dependent, and
arbitrary text when independent of text.

In addition to fraud detection and risk reduction, voice biometrics has many benefits.
However, from the point of view of fraud prevention, the presence of voice biometrics creates a
psychological barrier for fraudsters, its use significantly complicates the fraudster's task, the results
of its use mean that the business will suffer less from fraud. Hence, voice biometrics are highly
effective in managing the risk of fraud.

Weaknesses in PINs, passwords and security issues can lead to the leakage of some public
information in organizations and it can put customers at risk. Voice biometrics can reduce this risk
and reduce fraud while offering a convenient user interface. However, the best solution is to
combine voice biometrics with other methods to create reliable multi-factor authentication
solutions that reduce the vulnerability of systems and services to unauthorized access.

Voice can be compared to other biometric data in many ways. Voice has some advantages,
for example, the need to use a scanner to identify the user's iris and fingerprint is not required in
voice biometrics.

Biometric identification systems based on the voice of a person are the most user-friendly
authentication method, provide a high level of recognition and reduce costs by automating the
process.

Compared to other identification methods, voice identification has relatively fewer
requirements and is more user-friendly. It can easily be done remotely, for example, by phone.
Voice recognition does not require the use of specialized expensive equipment, it is enough to
have a microphone (now available almost everywhere, on computers, mobile phones). In addition,
due to the ease of use of voice authentication, it is in high demand among users compared to other
methods of biometric identification. In terms of accuracy, voice identification is generally on par
with other methods, and is not inferior to fingerprint, iris, or face identification. Using voice
recognition is convenient and reliable in low or poor lighting conditions.

The main advantage of voice is that it is the only biometric technology that can be used
remotely through the device. This is particularly effective in unified call centers or self-service
systems driven by an interactive voice menu, and in authenticating callers on an access platform.
Similarly, it can be used to identify people who are contacting an organization's contact center.
Nowadays, there are many cases where fraudsters impersonate bank employees and steal their
information. In this case, the use of such technology allows to prevent such situations. The
economic justification of using voice biometrics is explained by the following advantages, in
particular, reducing the level of fraud and risk, reducing the cost of authentication, and improving
the quality of customer service.

The benefits of enhanced security include less damage from fraud, reduced costs of
pursuing fraudsters through the legal system, and savings in resources through lower compensation
and indemnity payments.

And automating the authentication process makes the process simple and convenient for
customers. In addition, eliminating the problem of asking the same secret questions every day will
definitely have a positive effect on the mental state of the interviewees. Customers choose their
security preferences. For example, they prefer to use voice biometrics rather than remembering
their first pet (school / car, etc.).
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