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Abstract. One of the world's biggest obsessions is cyberattacks on electric power systems.
The power system is a critical infrastructure that supplies electricity to homes, businesses, and
industries. Any disruption to this system can seriously affect the economy and people’s daily lives.
Finding the system's vulnerability points may be the solution to preventing cyberattacks. There
are numerous signs that a cyberattack has occurred. The study highlights the importance of finding
vulnerability points in power systems to prevent cyberattacks and proposes a method based on
network planning indicators to reduce the number of cyberattacks by implementing microgrids. At
first, this paper uses the Newton-Raphson algorithm to analyse IEEE 33-bus network planning
indicators to identify vulnerable points in the power system. Then, it applies microgrids to various
system components to show that implementing microgrids can reduce the number of cyberattacks
on the power system and increase resilience to cyber threats.
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1. Introduction

Globally, there is a lot of anxiety about cyber-attacks on the electrical infrastructure. Cyber-
attacks on the power system can take various forms, such as Malware attacks, Denial-of-service
(DoS) attacks, Phishing attacks, Man-in-the-middle (MitM) attacks, and Physical attacks [1].
These attacks can cause power outages, equipment damage, and even physical harm to people.
Therefore, it is crucial to identify the vulnerable parts in a power system to ensure its secure and
stable operation. The goal of vulnerability analysis is to identify the transmission lines vulnerable
to small changes in their conductive qualities that could cause severe grid disturbances, including
voltage decreases, or necessitate the shedding of load at demand nodes to resume practical
operation [2]. Cyber-attacks can happen on transmission lines, generators, and transformers [3-8].
Hence, power flow analysis and configuration of power systems play a critical role in identifying
potential cyber-attacks on electric power systems [9]. Power flow analysis is a computational
method used to model and analyze the flow of electricity through the power system [10]. It
provides information about the system's voltage, current, and power flows, which can be used to
identify potential vulnerabilities. There are two types of modeling for vulnerability analysis
problems, including DC power flow models and AC power flow models [2, 11]. The linearized
DC power model's precision drops under strong disturbances, and the model may greatly
overestimate both active and apparent power. As a result, while the simplicity and ease of
computation of DC models are appealing, making decisions according to such linearized models
may not be appropriate for analyzing power systems that are operating under abnormal conditions.
Therefore, using the AC power flow is reasonable. There are many methods for AC power flow
analysis, including backwards-forward [12], Gauss-Seidel [13], Newton Raphson [14] and so on.
One of the popular methods for analyzing AC power flow is Newton Raphson method. The
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advantages of using the Newton-Raphson method for power flow analysis include its ability to
handle radial and meshed networks and fast convergence rate [15]. Moreover, the configuration of
a power system can affect the system's susceptibility to cyberattacks. Different power system
configurations can have varying degrees of vulnerability to cyberattacks, depending on the type
and placement of control systems, communication networks, and security measures [16]. Proper
planning and design, as well as robust security measures, can help to mitigate these risks and
ensure the reliability and resilience of the power system.

Additionally, the incorporation of microgrids (MGs) in electricity generation has increased
due to their ability to provide a local energy supply and improve grid resilience. A microgrid is a
small-scale power system that can operate independently or in connection with the main grid, using
a combination of distributed energy resources such as solar panels, wind turbines, and energy
storage systems [17]. Using microgrids in power systems can provide a valuable defense against
cyberattacks while offering other benefits such as improved reliability, resiliency, and local energy
supply. Microgrids can be designed with advanced control and communication systems that are
more secure than those used in traditional grid infrastructure [18]. For example, microgrids can
incorporate encryption, authentication, and other security measures to protect against cyber threats
[19]. However, it is important to ensure that microgrids are designed and operated with robust
cybersecurity measures to prevent potential vulnerabilities.

In this research, optimization models for power system microgrid vulnerability analysis are
proposed. This model considers attacks including the failure of generators and transmission lines
and is based on the AC power flow equations.

2. Methodology

Vulnerability points in a power grid can provide access points for cyber-attacks, and
identifying these vulnerabilities is important for ensuring the security and reliability of the grid
[20]. There are various indicators for detecting cyber-attacks. In general, stability analyses of
power systems can be categorized as either static or dynamic. In this investigation, a network
planning indicator is utilized as a form of static stability analysis to identify vulnerable points in
the network. The network planning indicator, which considers the balance between energy
production and consumption, can be useful for identifying potential points of failure in the power
grid. The network planning indicator highlights that balancing production and energy consumption
is necessary to avoid harm to the power system. Failure to achieve this balance can lead to network
shutdown or collapse. The primary factors considered in the proposed strategy of study are
generator outages and transmission line outages between buses. It means the power generation rate
is not equal to the rate of power demand (Ppanufactured # Prequestea)- IN Other words, from a
mathematical point of view, power flow equations will not be solved or converged, as shown in
Figures 1 and 2.
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Figure 1. Algorithm for calculating the generation outage
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Figure 2. Algorithm for calculating the transmission line outage.
2.1 Power flow analyzing
For the power flow equation to converge, the power produced must match the amount
consumed, as shown in equation 1.

P, manufactured — P requested (1)
To achieve this balance, we rely on the following equations.
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P; = Y(V; *V; /% cos(6; — 6))) + V7 /X, (2)
Qi = X(V; * V; /Xyj * sin(6; — 6))) — VX, 3)
where:
P; and Q; are the active and reactive power injection at bus i, respectively
V; and V; — the magnitude of voltage in i and j buses, respectively
6; and 6; — the voltage phase angles in bus i and j, respectively
X; is the impedance of the line or branch at bus i
X;j is the impedance of the line or branch between buses i and j, respectively
cos(6; — 6;) is the cosine of the phase angle difference between bus i and bus |
sin(6; — 0;) is the sine of the phase angle difference between bus i and bus j.

Equations (4) to (8) represent the foundational equations utilized in the Newton-Raphson
method to iteratively solve for a system's unknown variables, such as power flow or voltage
magnitude. This matrix can be used to model the behavior of power systems and identify potential
vulnerabilities. A matrix of partial derivatives of the nonlinear equations with respect to the
unidentified variables makes up the Jacobian matrix. It is calculated at each iteration of the method

and is used to approximate the nonlinear equations by a set of linear equations as shown in equation
(9) [15, 21].

fx)=c 4)
x KD = xk 4 Axk (5)
k _ Ack
=% (6)
(35)
J=(L) (7)
Ac®HD) = ¢ — f(x%) (8)

oo (2

N——
&

Je = k ©9)

af\k  raf\k

Ge) G2

Since the equations converge as much as possible in Newton Raphson's method, the
maximum iteration is one of the factors that affects the Jacobian matrix to the power system's
vulnerability point. The maximum iteration in this study is 20.

2.2. Microgrids

Microgrids can reduce power system vulnerability by reducing reliance on centralized
power generation and transmission infrastructure. Microgrids can help to prevent cascading
failures and blackouts that can occur when large portions of the power grid are affected [22].
Distributed energy resources (DERS) are a critical component of microgrids, providing localized
power sources that can operate independently or in conjunction with the larger power grid. [23].
Hence, in this study, three microgrids are considered in different parts of IEEE 33-buses including
PV panels, wind turbines, diesel generators, microturbines as shown in Figure 3.
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Figure 3. Three different decentralized microgrids in IEEE33 bus
2.2.1. Modeling of Distributed Generation
To perform an accurate analysis, it is essential to calculate the rate of power generation for
each DG involved in the system. The power output of photovoltaic arrays is determined by the
temperature of the cells and the intensity of the solar radiation at the maximum power point. The
following equation can express this relationship:

Gr(t
Ppy(t) = [PPV,STC X 1220) X [1 -y — 25)]] X Npys X Npyp
(10)

The equation (10) includes the following variables:

Ppy: Generator output power at the maximum power point (kW)

Ppy stc: Nominal PV power at the maximum power point and standard conditions
Gr: Radiation amount in standard conditions; it is considered 1000(W/m2).

y: Temperature coefficient

T;: The temperature of the solar cells; is considered 25°C.

Npys: Number of series modules; it is considered 75.

Npy,: Number of parallel modules; is considered 1.
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The power output of wind turbines depends on the wind speed, which can fluctuate on a
range of timescales from instantaneous to seasonal. The following equation is applied to simulate
the real power generated by the wind turbine:

0 ifV<VCi
_JPrR(A+Bv+CVv®) ifVy<v<V
0 if Voo <v

V.;: Lower cutoff speed,; it is considered 8(m/s)
;.. Nominal speed of the wind turbine; it is considered 13(m/s)
V., Upper cutoff speed; it is considered 14(m/s)
Pr: Nominal power of the wind turbine; it is considered 200(KW)
A, B, and C: Coefficients related to the wind turbine; are 0.2, 0.02, and 0.003, respectively. These
coefficients depend on the wind turbine’s specific design and operating conditions and are typically
determined through testing or simulation.
100 kW are assumed for other DGs, including diesels, microturbine.

3. Result and discussion

The outage rates for generations and transmission lines are calculated in the IEEE 33-bus
system without microgrids to compare better. Since bus 1 is the main generation in the IEEE 33-
bus, based on the presented contingency analysis, if the generation outage happens, all the power
systems will be gone. First, the outage rates for generations and transmission lines are calculated
in the IEEE 33-bus system without microgrids to compare better. Since bus 1 is the main
generation in the IEEE 33-bus, based on the presented contingency analysis, if the generation
outage happens, all the power systems will be gone. Also, the number of transmission line outages
in this condition is shown in Table 1. Figure 4 depicts the vulnerability points of this condition.
According to the results, 26 transmission lines outages and one generation outage occurred in this
system.

Table 1.
The contingency of Line outage in IEEE 33-bus without MGs
Sending node  Receiving node  Sending node  Receiving node

1 2 2 19
2 19 20
3 4 3 23
4 5 23 24
5 6 6 26
6 7 26 27
7 8 27 28
8 9 28 29
9 10 29 30

10 11 30 31

11 12 31 32

12 13

13 14

14 15

15 16
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Figure 4. The vulnerability points of IEEE 33-bus without MGs

In the subsequent step, microgrids are incorporated into the system, and the outage rates of
generators and transmission lines are computed. Initially, we assume that all distributed
generations (DGs) function as PV buses and do not consider any voltage/frequency (VF) control
buses for the microgrids in island mode. In this approach, the number of transmission line outages
is 11 (Table 2). Moreover, the outage of bus 1, as a primary generator, substantially impacts the
system. Figure 5 is presented to clarify this situation.

Table 2.
The contingency of line outage in IEEE 33-bus with MGs
Sending node Receiving node

1 2
4 5
8 9
19 20
21 22
3 23
23 24
6 26
27 28
28 29
31 32
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Figure 5. The vulnerability points of IEEE 33-bus with MGs when DGs in PV Bus mode
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Assigning one of the DGs in each microgrid as a VF bus is a critical step in controlling the
frequency and voltage of the microgrids while operating in island mode. In our study, we designate
the DGs in 41, 38, and 35 as VF buses for their microgrids and then perform the system
calculations. This approach reduces transmission line outages, as the number decreases to 2, as
shown in Table 3. While this strategy considering VVF buses for increased control in island mode
and outage control of generators can improve the reliability of a power grid, it is critical to
emphasize that the slack bus (bus 1) still poses a significant vulnerability to the system. The slack
bus sets the system's voltage magnitude and phase angle reference. Any disturbances or outages at
this point can ripple throughout the system, potentially causing instability and blackouts. Figure 6
provides a visual representation of this strategy.

Table 3.
The contingency of Line outage in IEEE 33-bus with MGs when one of DGs in VF Bus mode
Sending node Receiving node
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Figure 6. The vulnerability points of IEEE 33-bus with MGs while one of DGs in VF bus mode

4. Conclusion

This study recommends a method that utilizes network planning indicators as a static index
to identify vulnerable points in the power system. Specifically, the Newton-Raphson method
analyses IEEE 33-bus network planning indicators to identify these points.
To decrease the frequency of cyberattacks on the electrical system and improve resilience to
cyberthreats, the paper investigates the efficacy of integrating microgrids in various system
components. Introducing microgrids makes the system more decentralized, making it more
difficult for attackers to target specific power system components. To demonstrate the
effectiveness of microgrids in reducing power system vulnerability to cyber-attacks, DGs
contributed to the microgrids using both PV and VF bus modes. The analysis of the results
indicated that adding DGs in PV bus mode reduced the number of transmission line outages. While
for each MG considering one DG in VF bus mode has a higher efficiency in decreasing the outages
of transmission lines. Although incorporating VF buses to improve control in island mode and
generator outage management can enhance power system reliability; it is crucial to recognize that
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the slack bus (bus 1) remains a vulnerable point for the system. As the slack bus sets the voltage
magnitude and phase angle reference for the entire system, any disruptions or outages at this point
can trigger instability and even lead to blackouts throughout the system. This finding highlights
the potential for microgrids to enhance power system resilience and reduce the impact of cyber-
attacks by increasing the control and stability of the system. By implementing appropriate control
strategies, such as incorporating DGs in VF and PV bus modes, power system operators can
enhance system security and minimize the impact of cyber-attacks.
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