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Abstract. This paper discusses active methods and means of protecting information from 

leaks through the channels of side electromagnetic radiation and interference (SERI). The main 

disadvantages of active methods of information protection are considered. The main technical 

parameters of noise generators are given. A block diagram of the complex for intercepting side 

electromagnetic radiation (SER) is proposed. 
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The development of new information technologies is accompanied by such negative 

phenomena as industrial espionage, computer crimes and unauthorized access to secret, official 

and confidential information [1-2]. Therefore, the protection of information is the most important 

task for states and organizations. 

One of the most probable threats of information interception in data processing systems is 

considered to be a leak due to the interception of side electromagnetic radiation and interference, 

created by technical means [3]. 

An analysis of literary sources has shown that all communication ports of computer 

equipment, such as the PS / 2 port connector [4], USB (universal serial bus ports or peripherals) 

[5,6], RJ45 modular connector [7], video signals from VGA, DVI, HDMI and other display ports 

[8–9] or RS232 serial port [10]. Output devices such as printers [11–15] and video projectors [16] 

generate electromagnetic radiation during operation (information exchange). These radiations are 

parasitic, i.e. SER. This channel of information leakage is called spurious electromagnetic 

radiation and interference. In Europe and Canada, the term "compromising emanation" is used - 

compromising radiation. In the US, the term "TEMPEST" is used. 

SER exist in the frequency range from a few Hz to several GHz and are capable of 

transmitting (propagating) messages processed in automated systems [17]. The propagation range 

of SER is estimated at tens, hundreds, and sometimes thousands of meters [18-19]. 

By receiving and decoding these radiations, it is possible to obtain information about the 

information processed in the computer [20–22]. 

The greatest danger from the point of view of information leakage is the radiation of the 

video system of a personal computer, which includes a monitor and a video adapter. 

To receive a SER video system of a personal computer, one needs a computer or laptop 

with special software [23–25], an SDR receiver with an antenna [26]. Figure 1 shows a block 

diagram of the complex for intercepting SER [27]. 
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Figure 1. Block diagram for PEMI interception: 1-computer or laptop with special software for 

decoding SER radiation; 2-SDR receiver for receiving SER radiation; 3- SER source 

Figure 2 shows the spectrum of the SER signal. Figure 3.a. the image on the computer 

monitor screen is shown, and Figure 3.b shows the captured and restored image. 

 
Figure 2. Spectrum of the SER signal 

 
a            b 

Figure 3. Demonstration of the image on (a) - on the monitor screen of the attacked computer; 

(b) - intercepted and reconstructed image. 

In the literature, there are three methods of protection against SER: passive, active, and 

also combined. The last of these methods includes the main activities of the two previous ones [1-

3,29]. 

The passive method consists of shielding the radiation source, placing the radiation source 

in a shielded cabinet, or shielding the room as a whole. 
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      The active protection method involves the use of special jammers that provide masking of 

SER from computer equipment by generating and emitting an electromagnetic noise field in a wide 

frequency range. 

The active method of protection involves the use of special jammers that provide masking 

of SER from computer equipment by forming and emitting an electromagnetic noise field in a 

wide frequency range. 

To protect objects, as well as individual protection of computer equipment (CT), taking 

into account the criterion of efficiency / cost, active protection methods, also called active radio 

masking (RM) methods, are widely used. The active methods of protection themselves can be 

divided into: 

• statistical method; 

• method of "common-mode interference"; 

• energy (power); 

The statistical method of RM consists in changing the probabilistic structure of the signal 

received by the reconnaissance receiver of reconnaissance equipment by emitting a specially 

formed masking signal, the level of which does not exceed the level of informative SER of CT 

equipment. However, the practical implementation of the method has certain difficulties and 

features. 

In the method of "common-mode interference" pulses of random amplitude are used as a 

masking signal, coinciding in shape and time with the information signals of SER. In this case, 

signal reception loses its meaning, since the a posteriori probability of the presence and absence 

of a signal remain equal to their a priori values. The indicator of security here is the maximum 

total error probability at the border of the controlled zone. However, at the moment there is no 

equipment and approved methods for measuring the above value, which does not allow 

implementing this method in practice. 

In the case of energy masking by the "white noise" method, a broadband noise signal is 

emitted near computer equipment with an energy spectrum close to uniform over the entire 

protected frequency range and exceeding the maximum SER level from a working CT. 

The disadvantages of this method include hardware difficulties in the implementation of 

Gaussian noise interference with high noise quality in a wide radio range of protected frequencies, 

as well as the creation of radio interference to electronic equipment located close to the protected 

CT facilities and the constant emission of electromagnetic interference can adversely affect living 

organisms. 

At present, it is the energy method that has found wide application in various noise 

generators. The authors analyzed the existing means of protection against SER. The results of the 

analysis are shown in Table 1 where the main technical parameters of the jammers are given. 

Table 1. 

Main parameters of noise generators 

Device 

name 

Frequency 

range 

Noise level 

adjustment 

range 

Supply 

voltages 

Control 

options 

Generator unit 

dimensions, 

mm 

Antenna type 

SEL-

111K 

"Chiffon" 

10 kHz - 3 

GHz 

0 to - 30 

dB 

220 V from panel, 

wired 

remote 

control 

225x150x75 telescopic 

antenna 
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      shtora-4 0.1 - 2500 

MHz 

0 to - 20 

dB 

220 V from the 

panel 

220 x 135 x 

135 

telescopic 

antenna 
GSh-

2500 

0.1 - 2000 

MHz 

- 220 V from the 

panel 

700 x 600 x 35 Frame, pin 

Grom-

ZI-4B 

0.009 - 

2000 MHz 

0 to - 20 

dB 

220 V from the 

panel 

140x230x50 SI-5002.1 

LGSh-

501 

0.001-

1.8GHz 

- 220 V from the 

panel 

230x100x45 telescopic 

antenna 
GSh-K-

1000M 

0.1-1000 

MHZ 

- 5 V - 7165x125x25 - 

GSh -

111B 

10 kHz - 

1.8 GHz 

0 to - 30 

dB 

220В from panel, 

wired 

remote 

control 

225x150x75 telescopic 

antenna 
Starkad-

32 

0.01 - 

1800 MHz 

0 to - 25 

dB 

from the 

LAN 

interface  

Remote 

control, 

over 

Ethernet 

210x140x36 Frame IS32-01 

Analysis of works related to the protection of information from SER by the method of 

active interference. 

In [30], the authors presented SDR-based devices that use a multi-carrier modulation 

scheme. As a result of this, the SDR device can generate at least two signals, the first signal 

overlaps the SER frequency band, and the second signal is a pseudo-signal, this signal serves as a 

false signal to the interceptor receiver. 

In [31], the authors developed a mobile jammer that connects to a PC via a VGA port. The 

interference signal is generated from the PC video interface signals. Radiated interference from 

the generator masks SER. 

In [32], the authors developed a mobile jammer powered by a computer USB port. The 

device consists of several generators of electromagnetic interference. During operation, the 

generators form a barrage (masking) interference. 

In [33-35], the authors propose the protection of computer information using systems of 

spatial and linear noise. Consider some types of devices for protecting information from leakage 

through PEMIN channels. 

In [36-37], the authors propose a way to protect the processed information by means of 

computer technology by noise informative spurious electromagnetic radiation and interference. 

 Based on the results of the analysis, the following conclusions can be drawn: 

• Most of the technical means of protection against SER work on the basis of the RM energy 

method; 

• A powerful source of radiation is not good for human health; 

• The presence of a masking signal indicates the presence of protected information; 

• From the analysis of devices, literature and patents, it becomes obvious that when 

protecting information from SER CT, such interference as aiming, imitation and structural 

interference is not used; 

• It is necessary to research and develop methods and means of protecting information from 

SER CT using aiming, imitation and structural interference; 

 Thus, the analysis of active methods and means of protecting information from SER CT 

showed that noise generators based on the energy (force) method are most widely used in practice. 

Active protection methods should be used when passive protection methods are inefficient or 

economically expensive and technical implementation of which is practically impossible. 
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