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Abstract. Today data communication is a modern technology that contains a powerful
computer processor to exchange information. But brute force attacks are made to break the
encryption technigues and these attacks are the main drawbacks of older algorithms. This paper
is concerned with the development of a secure messaging system based on cryptographic
algorithms that is which is more faster, better immune to attacks, more complex, easy to encrypt
and many more advanced security feature included. This project work is designed and developed
for a secure messaging both in web and android platforms. The application is well featured and
provides encryption/decryption that can protect message from unauthorized access and
disclosure over networks. To send message, a recipient or registered user types and encrypts a
text message using keyword mono-alphabetic substitution algorithm with a key, selected from
key list. The encrypted message is stored in the database and receiver’s inbox with serial number
of key (not the value). The receiver, after log into his/her own account, selects the key value and
then decrypts the encrypted message with the key to see the original message. With compared to
other messaging systems, the proposed secure messaging system can be used for chat,
messaging, video conferencing and real time file sharing in both web and android platforms.
Keywords: Secure messaging; Cryptography; Encryption; Decryption; Web application;
Android apps
PA3ZPABOTKA BE3OITACHBIX MOI[E.JIEI71 N AJITOPUTMOB MECCEH’)KEPOB
INPU OBMEHE CJIYXEBHbBIMU COOBHIEHUAMMU
Annomayun. Ce200Hs nepeoaya OAHHLIX — DMO COBPEMEHHAsT MEXHOL02Us, KOmopas
cooeparcUum MOWHbIL KOMNbIOMEPHBIIL npoyeccop 01 oomena ungopmayuei. Ho amaku epyooti
CUJIbl coeepuiaromcs O/l 8310MA MEmoo08 Wu(ﬁpOBGHM}Z, u smu amaxku A6aA0omci OCHOBHbIMU
Hedocmamkamu cmapsvlx ajaicopummoe. Oma cmamos noceAuieHa paspa60m1<e 3CILI/;MW€HHOZZ
cucmemvl obMmena COO5U4€HM}ZMM HA OCHoee Kpunmoepad)uuecmtx ajeopummoes, Komopas
saensemcs Oonee Ovicmpol, 6olee 3aWUWEHHOU Om amak, Oojiee CIOJHCHOU, NPOCMOol 8
wugposanuu u ekaOYaem 8 cehs MHONMCeCmEo OONOIHUMENbHbIX QYHKYUll 6e30nacHoCmu.
Omom npoexm paspabomar u pazpaboman 01 6€30naAcCH020 0OMeHa cOOOUeHUAMU KaK HA 8e0-
nramgpopmax, maxk u Ha niamegopmax Android. [Tlpunooswcenue xopouwio ocnaweno u
obecneyusaem wugpposanue/dewmudposanue, Komopoe Modxcem 3aujumums cooodujenue om
HECAHKYUOHUPOBAHHKHOCO docmyna u packpelmusa no cemu. ,ZZJZ}Z omnpaeKku COO6LI/;€HM}1
noiyuamensb Ul 3ApecUCMpUpOBanHbIll NOIb306amMeNb Habupaem u wugpyem mekcmogoe
COO6U4€HM€ C UCnoivzoearuem ajizcopumma MOHOM¢a8un’ZHOﬁ 3AMEHbl Kllo4eeoco Closea
KAI0YOM, BbIOPAHHLIM U3 CRUCKA Kaouell. 3auu@posanHoe coobujenue coxpausemcs 6 dasze
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OGHHBIX U 8 NOYMOBOM AWUKE NOLYYAMENs C CePULHbIM HOMEPOM KIUYd (a He 3HAYeHueMm).
Ionyuamenv nocie 6xooa 8 c60W0 YUemMHYI0 3aNUCL 6blOUpaem 3HaueHue KIOud, a 3amem
pacuugposvieaem 3auupposantoe coodbueHue ¢ NOMOwbI0 Kaud, 4modwvl yeuoems UcX00Hoe
cooowenue. Ilo cpasnenuro ¢ Opyeumu cucmemamu o0OMeHA COOOWEHUAMU Npedidedemdast
cucmema 0e30NACHO20 0OMEHA COOOWEHUAMU MONCem UCNOIb308aAMbCA 0N uamad, oOMeHa
CcooOWeHUAMY, BUOCOKOH(pepeHyull u oOMena Gatiiamu 6 pearbHOM 6peMeHU KAK Had 6e0-
naamgpopmax, max u na naamegopmax Android.

Kniouesvie cnoea: beszonacuviii oomen cooowenuamu, Kpunmoepagus, Lllugposanue;
Pacwuugposka; Beb npunoosicenue; Ipunosicenus ons Android.

Introduction. Technology is used in every sphere of life and people are more dependent
on Smartphone technology that contains a powerful computer processor to exchange data
information. This is because of necessity of our multimedia documents to be protected from
unauthorized person. So a day-to-day use of cryptography in our life is increasing tremendously.
Messaging system is a text or instant messaging service component of phone, web, or mobile
communication systems over the world. But is it really safe to use? Recently the Electronic
Frontier Foundation (EFF) has submitted a report that is not comfortable for all users. Because
we have to rely as much of our personal information while chatting in fact it is not safe to write
there. The public instant messaging systems, the messages are travel from the client to the server
and back to the second client. This data is potentially visible to eavesdroppers anywhere along its
Internet path or within the network. So the information at any moment it could have gone to
someone else. For this reason, this project work is concern with the development of secure
messaging system using cryptographic technique.

Materials. Symmetric-key cryptosystems use the same key for encrypting and decrypting
message in network security. A significant disadvantage of symmetric encryption is the key
management necessary to use them securely. In a groundbreaking 1976 paper, Whitfield Diffie
and Martin Hellman proposed the notion of public-key cryptography in which two different but
mathematically related keys are used; a public key and a private key. A public-key system is so
constructed that calculation of one key (the ‘private key’) is computationally infeasible from the
other (the ‘public key’). Instead, both keys are generated secretly, as an interrelated pair. The
historian David Kahn described public-key cryptography as “the most revolutionary new concept
in the field since polyalphabetic substitution emerged in the Renaissance”. An important element
to the public key system is that the public and private keys are related in such a way that only the
public key can be used to encrypt messages and only the corresponding private key can be used
to decrypt them. Moreover, it is virtually impossible to deduce the private key if you know the
public key.

Methods. Encryption is the process of transforming plaintext data into something that
appears to be random and meaningless, known as cipher text. Decryption is the process of
converting cipher text back to plaintext. To encrypt more than a small amount of data, symmetric
encryption is used. A symmetric key is used during both the encryption and decryption
processes. To decrypt a particular piece of cipher text, the key that was used to encrypt the data
must be used. There several types of operations used for encryption and decryption. Substitution
and transposition ciphers are two categories of ciphers used in classical cryptography. All
encryption algorithms are based on these two principles. In substitution, each element in the
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plain text is mapped into another element, and in transposition, the plaintext are rearranged. Most
systems referred to as product systems, involved multiple stages of substitution and
transposition. Substitution and transposition differ in how chunks of the message are handled by
the encryption process. There are different types of substitution cipher. If the cipher operates on
single letter, it is termed a simple substitution cipher; a cipher that operates on a group of letters
is termed polyalphabetic. A mono-alphabetic cipher uses fixed substitution over the entire
message, whereas a polyalphabetic cipher uses a number of substitutions at different positions in
the message, where a unit from the plaintext is mapped to one of several possibilities in the
cipher text and vice versa. The cryptographic algorithm with keyword mono-alphabetic cipher
has been used in this project work.

Results. The transfer of information via instant messengers has long become an integral
part of our everyday life. Messengers allow you to quickly and easily interact with others on a
variety of issues such as work, education, entertainment, and personal contacts. The functions of
modern messengers have gone beyond the usual exchange of messages, photos, and videos. We
can make audio and video calls, shop, pay utility bills, get help, order food, taxis, tickets, and
more.

WhatsApp is minimalistic and functional. Certain shortcomings in the areas of security
and privacy do not prevent it from being the most popular instant messenger in the world. The
web version and desktop support also make up for many of the security concerns. The app
leverages end-to-end encryption by default, which is often discussed by online communities of
privacy-minded users. Backups are not encrypted.

2,000

Telegram

Snapchat

The development of cloud technologies has also increased the influence of instant
messengers on our lives, as it is really convenient when important files, correspondence, and
contacts are at hand and so easy to share.

We are so used to all this that we completely fail to notice the amount of confidential
information that we send through instant messengers every day. Numerous and
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various scandals and bugs associated with popular messengers make us wonder whether our
messenger of choice is secure enough? Is our data encrypted in the cloud and who has access to
this data? How to evaluate the security of a messenger in general?

Let’s try to assess the privacy of messengers marketed as safe in terms of certain key
parameters and try to answer the question: which messenger currently provides the best user
privacy?

Threats and Risks: The threat model will be highly personalized because we are dealing
with personal data. Each user has to figure out what exactly needs to be protected. Is it
correspondence, content, identity, metadata, or location? Odds are that all of the above. Who
may abuse the data? Do we want to keep our data safe from advertising companies, the
government, and hackers? What about family members?

Each scenario has its undercurrents, which is important to take into account. Here is some
extra food for thought: a service that effectively protects your messages and metadata could be
less suitable, for example, for entertainment and may be inconvenient for everyday use.

Data Leaks: Gaining unauthorized access to confidential information your messenger
generates and stores (by intercepting messages in real time, accessing message logs, extracting
data from the cloud, or authenticating behind your back) will lay the groundwork for a number of
extremely unpleasant attacks with unpredictable consequences. This can be blackmail,
impersonation of a confidant, or data collection for implementing more complex schemes using
social engineering.

Location Disclosure: When the function of sharing the current location is activated, or if
the messenger allows you to reveal your mobile number, an attacker can piece together your
daily schedule of presence in a particular location. The malefactor can use these personal routes
of movement to orchestrate an attack or sell this data to third parties.

Code Vulnerabilities and Compromised Software: Like any software, a messenger may
contain vulnerabilities that facilitate access to more than just confidential information. Installing
a compromised application, such as one from an untrusted source, can lead to a more serious
attack. As a result, a malicious actor can gain complete control over the device and go unnoticed.
It must be understood that as soon as an attacker takes over a messenger account, this does not
lead to anything good. Even if the account does not contain any valuable information, it can be
added to a botnet and weaponized in DoS attacks, spam campaigns, the distribution of malicious
links, etc.

Criteria for the Security and Privacy of Messengers: To gauge the security of user data in
a particular messenger, we need to denote the key benchmarks regarding security, privacy, and
anonymity. Since modern applications run in a sandbox and leverage various behavioral
controls, a lot comes down to how the logic of the application is organized in a particular
platform.

End-to-End Encryption: End-to-end encryption support ensures that only you and the
recipient can decrypt and read the information. E2E is considered the main attribute of any
messenger that positions itself as secure. An important point to consider is whether this option is
enabled by default. For example, in iMessage, until recently, encryption had to be manually
activated in the settings.
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It is also important to understand what cryptographic algorithms are used to perform
encryption. Where is the private key generated? Is the metadata hashed? Is there a key rotation
process in place?

Data and Metadata Harvesting: The metadata that each of us generates through our
online activities is like a digital fingerprint. Messengers also collect metadata that can describe
our personality in great detail. In fact, this is all the data besides the content of the message itself:
for example, whom from our contact list we talk to, how long and how often (sender, recipient,
time sent, time read). This is a kind of record of our activity. Information about the device used,
IP address, and mobile number may also be harvested.

That’s nothing but the collection of data about users in its purest form. At a minimum,
these are details provided during registration. In some cases, it is difficult to determine exactly
what data is collected, because instant messengers are integrated into the ecosystem of the
manufacturer (Google Messages, Apple iMessage). Companies may know the user ID, phone
number, content of correspondence, search history, browsing history, purchase information,
location, contacts, and more.

Open Source: An open-source instant messaging application allows comprehensive
security auditing. Hobbyists, enthusiasts, and experts can build an application, examine its
operation, and draw attention to weaknesses, vulnerabilities both in the server and client parts of
the code. On the other hand, free access to the code slightly increases the risk that information
about a discovered vulnerability can be used with malicious intent until it is closed or someone
else from the community pays attention to the weakness. Open-source code per se cannot
guarantee the security of user data, but it definitely contributes to this condition.

Sharing Data with Third Parties: Third parties may be special services, public order
authorities, or government agencies. The administration of some messengers actively cooperates
with such entities, while others consistently reject personal data requests. An attacker can
pretend to be any person you can imagine, including a member of the special services, and as a
result receive the necessary valuable information. When choosing a secure application, this must
be taken into account, otherwise your confidential data may be abused, even if you are a law-
abiding citizen.

Encryption of Backups in the Cloud: Not all messengers use encryption to store
correspondence and files in the cloud. A successful attack by a hacker on the cloud infrastructure
can lead to the leakage of confidential data. As is the case with data collection, information about
whether the backup is actually encrypted is not publicly available on all messengers.

Peer-to-Peer Connection Support: Peer-to-peer connection excludes any third party
involvement. Messages stream directly to the recipient’s device. There is a caveat, though: a
connection like that reveals with whom and for how long it has been established, which, of
course, affects anonymity and reduces the level of confidentiality. You can step up your privacy
by implementing additional protection of the IP address through the use of a VPN or Tor.

Sign-up Data: Creating an account with a messenger often requires us to provide a
mobile phone number, which is closely related to our identity. Data security may not be affected,
but anonymity suffers badly. The more data is required during registration, the lower the
anonymity. Email address might suffice, or the application may request access to contacts or
incoming SMS messages for verification. To complete registration, the app may request a call to
your number.
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Other Security Features: Two-factor authentication (2FA) support is an important
additional security element. The second layer of protection based on 2FA can effectively stop
intruders in their tracks. Some applications prompt the user to activate 2FA through a
notification. This typically goes bundled with the following:

an option that allows you to set a code or a passphrase to access important security
settings or sensitive chats; protect information displayed on the screen (for example, when a user
tries to take a screenshot of secret messaging, the person on the other end receives a notification
about this);

automatic screen lock when the user moves away from the device;

deleting a previously linked device from the account, etc.

So, How Secure Are the World’s Top Messengers?

Now that we have set the evaluation criteria, let’s identify the most reliable of the 13
most popular instant messengers marketed as safe: Apple iMessage, Element/Riot, Facebook
Messenger, Google Messages, Microsoft Skype, Session, Signal, Wire, Telegram, Threema,
WhatsApp, Viber, and Wickr Me.

Outsiders: Let’s start with outsiders. It is definitely worth paying attention to these
applications and thinking about what is happening not only with our personal data, but also with
privacy: Apple iMessage, Microsoft Skype, Google Messages, WhatsApp, and Facebook
Messenger. This does not mean that these messengers cannot be used, because here we once
again return to the formation of a personal threat model and the goals that we pursue in building
security.

All outsiders, with the notable exception of WhatsApp, are built into their respective
closed ecosystems through which a striking amount of our personal data flows. If we use
services from Google or Apple, these corporations have already collected all the necessary data
about us even without instant messengers.

Best in Terms of Security and Privacy: Session, Signal, Threema, and Wickr Me are
undoubted leaders in security and privacy.

Session has been gaining popularity since 2020 due to decentralization and the use of
end-to-end encryption based on the Signal protocol. The messenger features anonymous
registration in one click without entering passwords. It uses a bare minimum of metadata when
sending messages. The weak points are that calls are not currently supported, and in some cases,
messages may be delivered with a noticeable delay.

Signal is very good in terms of security and functionality, but there is a drawback that
seriously affects privacy as anonymous registration is not supported, so you will have to entrust
your mobile phone number to the messenger. Among other options, Signal enables automatically
blurring people’s faces on all photos sent to the chat.

Threema is a secure but paid messenger. It stores correspondence on the server, and the
registration is fully anonymous.

Wickr Me supports anonymous registration as well. Your correspondence gets encrypted
and stored on the server for 30 days. You will also need to wait for 24 hours until your account is
deleted from the system. But otherwise, it is by far the best choice, combining proper security
and privacy.

Golden Mean: The best options for everyday secure and convenient communication are
Element (formerly Riot), Telegram, Viber, and Wire.
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Element is a well-known secure messenger with a full range of features for daily
communication. The disadvantage is the lack of two-factor authentication; in addition, some
privacy features could use some enhancements. That being said, anonymous registration is
available offsetting the above and other drawbacks.

Telegram does not support end-to-end encryption by default, which is one of the key
drawbacks. The secret chat feature needs to be activated. Anonymous registration is not
supported. The messenger has very flexible privacy settings, and its user-friendly desktop
version wins it an extra audience.

If you use Viber, beware the messenger collects a lot of personal data. If that doesn’t
bother you, Viber is a great choice. Desktop and mobile applications are equally good and
convenient for communication. End-to-end encryption is supported by default.

Wire offers a streamlined design for the mobile app and desktop version. It’s a neat
combination of security and convenience. Compared to Telegram, it has slightly fewer privacy
settings but uses end-to-end encryption by default. Backups are stored on the device only.

Convenience in Exchange for Security: If you prioritize convenience when choosing a
messenger and leave the security and privacy of personal data aside, consider using the following
products.

Facebook Messenger is almost as popular as WhatsApp simply because it is embedded
into Facebook. It’s no secret that Facebook collects a huge amount of users’ personal data for its
own benefit. End-to-end encryption is not enabled by default. If you are an active user of the
most popular social network in the world, this messenger will allow you to quickly and
conveniently keep in touch with your Facebook friends list.

Microsoft Skype is the legendary messenger for audio and video calls. Its encryption
algorithms are a far cry from being the most reliable, but users appreciate multifunctional
conferences with the ability for all participants to record and quickly receive a broadcast file. It is
also worth highlighting the support for both mobile and desktop versions. For many years, Skype
has been one of the most popular messengers for communication across the board.

Conclusion. In terms of personal data security and privacy, Signal, Threema, and Wickr
Me are the top messengers. However, each service has its pros and cons. The ideal application in
terms of absolute security and anonymity of secure instant messaging has yet to be created.

It is impossible to provide high anonymity without sacrificing other features. For
example, the speed of message delivery in a more secure messenger is significantly reduced,
there is a limit on the size of an attachment, etc. That being said, when choosing a messenger for
everyday communication, an ordinary user should find a reasonable trade-off between
convenience and security.

The main objective of the proposed system is to transfer message in a communication
system securely. Android-based and webbased applications for secure messaging have been
developed using cryptographic algorithms for the users to send their message between registered
users on any organization securely. The application is supported through user authentication
before sending message. The proposed secure messaging system uses minimal processing with
little overhead while maintaining security. The authentication of each user is made strong by
storing sensitive credentials for each user by using Salt in the database. Encryption and
decryption of message are done by using keyword mono-alphabetic substitution algorithm,
which is based on Advanced Encryption Standard (AES). This is less secure than the public-key
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encryption scheme. This is main limitation of this work. An eavesdropper that breaks into the
message will return a meaningless message. Obviously encryption and decryption is one of the
best ways of hiding the meanings of a message from intruders in a network environment. The
proposed secure messaging can be used in many areas with personal and company-wide sensitive
data exchanges. For example, financial institutions, insurance companies, public services, health
organizations and service providers rely on the protection by Secure Messaging. It is concluded
that the developed application can be considered for chat, messaging, video conferencing and
real time file sharing in these application areas. The proposed system has been designed and
developed with easy integration and modification to take full advantage of future technologies.
There are some limitations in the current system to which solutions will be provided as a future
development; such as, small number of keywords uses only keyword mono-alphabetic
substitution algorithm and network bandwidth. In future, a public-key encryption scheme will be
implanted in secure messaging system.
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